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Why binary analysis

Not human readable
Runs everywhere
Running at all time
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Why machine learning based binary analysis

Slow, labor intensive Fast, automated, 
scaleable



Where is the dataset?

Dataset Binaries (#) Functions (#, k) Projects (#) OS Compilers

SPEC CPU 981 ? 7 3

Ubuntu dataset 87,853 88,000 22,040 2

BinKit 243,128 75,231 51 2

BinaryCorp26M
 48,130 25,877 9,819 2

BinBench 1,127,479 4,408 ? 2

Assemblage 1,536,171 783,694 220,792 3



Assemblage - architecture



Assemblage - binary build pipeline



Assemblage - dataset overview



Assemblage - dataset stats



Benchmark: compiler provenance with PassTell

Train/test on Assemblage data Train/test on PassTell data



Benchmark: function similarity with GNN
Task Win-Linux Linux-Win Linux-Linux Win-Win

arch 0.50 - 0.97 -

bit 0.70 - 0.99 -

comp 0.63 - 0.80 -

opt 0.72 0.62 0.88 0.89

ver 0.82 0.64 0.98 0.84

XA 0.48 - 0.86 -

XC 0.63 - 0.86 -

XC+XB 0.61 - 0.87 -

XM 0.54 0.61 0.87 0.86

arch: CPU architecture
bit: 32-bit or 64 bit
comp: compiler
opt: optimization
ver: compiler version
XA: only different 
architectures and bitness
XC: only same 
architecture and bitness
XC+XB: only same 
architecture
XM: come from arbitrary 
architectures, bitness, 
compiler, compiler 
versions, and 
optimization.



Benchmark: function similarity with jTrans

Training epochs 1 20 50

Fine-tune & Evaluate on Windows 0.17 0.52 0.52

Fine-tune & Evaluate on Linux 0.83 0.83 0.83

Fine-tune & Evaluate on BinCorp-26M 0.82 - 0.98



Benchmark: function boundary identification with XDA

Dataset XDA IDA IDA (w/ pdb)

Assemblage Windows (GitHub) 0.75 0.47 0.79

Assemblage Windows (vcpkg) 0.81 0.86 0.86



Public access to Assemblage (codes and dataset)

https://github.co
m/Assemblage-
Dataset/Assem
blage

https://assemblagedocs.
readthedocs.io/en/latest/
dataset.html#id1

https://github.com/Assemblage-Dataset/Assemblage
https://github.com/Assemblage-Dataset/Assemblage
https://github.com/Assemblage-Dataset/Assemblage
https://github.com/Assemblage-Dataset/Assemblage
https://assemblagedocs.readthedocs.io/en/latest/dataset.html#id1
https://assemblagedocs.readthedocs.io/en/latest/dataset.html#id1
https://assemblagedocs.readthedocs.io/en/latest/dataset.html#id1
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