
DAGER: Exact Gradient Inversion for Large 
Language Models

Maximilian Baader Mark Müller Martin VechevIvo Petrov Dimitar I. Dimitrov

NeurIPS 2024 page: 



2Zhu et al., "Deep leakage from gradients." Advances in neural information processing systems 32 (2019).

Gradient Inversion



3Jaleel Adejumo, Gradient Descent From Scratch- Batch Gradient Descent, Medium






LLMs (and transformers) in Federated Learning



4Jaleel Adejumo, Gradient Descent From Scratch- Batch Gradient Descent, Medium

Gradient Inversion – Prior Work



5Jaleel Adejumo, Gradient Descent From Scratch- Batch Gradient Descent, Medium

Gradient Inversion – Prior Work



6

  
𝜕ℒ

𝜕𝑊
ொ   𝑍

்

𝜕ℒ
𝜕𝑄

ൗ

The DAGER Pipeline



7

  
𝜕ℒ

𝜕𝑊
ொ   𝑍

்

𝜕ℒ
𝜕𝑄

ൗ

The DAGER Pipeline




ொ

Y = 𝑋𝑊

𝝏𝓛 𝝏𝑾𝒍
𝑸⁄ ) = 𝐫𝐨𝐰𝐬𝐩𝐚𝐧(𝑿𝑻) 

்

[1] Dimitrov, Dimitar I., et al. "Spear: Exact gradient inversion of batches in federated learning."

The Span Check Filter
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Sequence Reconstruction – Encoder-only models
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23*we observe non-perfect R-2 scores on the SST-2 dataset due to an artifact 
of our metric library that assigns a R-2 score of 0 to single-word sequences.

Baseline Comparison – Encoder-only Models
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DAGER under different settings
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DAGER under different settings



Further details can be found in the paper.
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