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Background

• Deep neural networks are widely used in computer vision tasks.

• Physical adversarial attacks threaten DNN-based systems in the real world.

• Unnatural and conspicuous physical adversarial camouflages.
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Related Work

Adversarial Camouflage Generation Framework
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Related Work

Diffusion Models
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CNCA Framework
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• Differentiable  neural rendering

• Environment feature rendering 

• User-specific prompt to control 

texture content

• Adversarial features for attack 

signal 

• Clipping strategy to balance 

attack and naturalness



Results: Digital World Attack

• Different detectors
• single stage

• two stage

• Different physical settings
• view angles

• weathers
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Results: Subjective Naturalness Evaluation
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Results: Customizable Adversarial Camouflage 
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Results: Physical World Attack
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Conclusion

• CNCA: a novel framework leveraging diffusion models to generate customizable and 
natural adversarial camouflage 

• Adversarial feature for gradient-based adversarial camouflage generation.
• Clipping strategy to balance attack performance and naturalness.
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