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Deep neural networks have been found to be vulnerable to adversarial examples.
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International Conference on Learning Representations, 2023.

Imperceptible adversarial perturbations can significantly reduce CLIP’s performance on new tasks.



Interpretation of Adversarial Attacks

We observe a notable shift in the text-guided attention of the adversarial example.
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➢ Attention Refinement Module:
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➢ Attention-based Model Constraint Module:
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➢ Cross-Entropy Loss:

𝐿 𝑥, 𝑡, 𝑦 = −Ε𝑖,𝑗[𝑦𝑖𝑗𝑙𝑜𝑔
exp(cos(𝑓 𝑥 𝑖 , 𝑔 𝑡 𝑗)/𝜏)

σ𝑘 exp(cos(𝑓 𝑥 𝑖 , 𝑔 𝑡 𝑘)/𝜏)
]
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Experiments: Main Results
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Experiments: Comparison to Vision-based Attention



Experiments: More Attack



Experiments: Comparison to Computational Overhead



Conclusions

In this paper, we discovered that adversarial attacks lead shift of text-

guided attention. Building on this observation, we introduce a text-guided

approach, TGA-ZSR, which incorporates two key components to preform

adversarial fine-tuning and constrain the model. This strategy prevents

model drift while enhancing model robustness.
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