
Content-based Unrestricted Adversarial Attack
Zhaoyu Chen1,2, Bo Li2, Shuang Wu2, Kaixun Jiang1, 

Shouhong Ding2, Wenqiang Zhang1,3

1Academy for Engineering and Technology, Fudan University
2Youtu Lab, Tencent    3School of Computer Science, Fudan University

zhaoyuchen20@fudan.edu.cn
https://anonymous.4open.science/r/Adversarial_Content_Attack-3118/



2Content-based Unrestricted Adversarial AttackFDU ROILab & Youtu Lab

Introduction

 Background
• Existing adversarial defense methods can defend against l_p attacks, but cannot defend against 

more natural unrestricted attacks. 
• Existing unrestricted attacks are achieved either through reliance on subjective intuition and 

objective metrics or by implementing minor modifications, thereby constraining their potential 
for transferability.

 Challenge
We argue that an ideal unrestricted attack should meet three criteria:

1. maintain the photorealism of the images.
2. attack content should be diverse, allowing for unrestricted modifications of image contents (shape, 

texture and color, etc.).
3. have a high adversarial transferability.
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Introduction

• Contributions
 We propose a novel attack framework called Content-based Unrestricted Adversarial Attack, 

which utilizes high-capacity and well-aligned low-dimensional manifolds to generate adversarial 
examples that are more diverse and natural in content.

 We achieve an unrestricted content attack, known as the Adversarial Content Attack. By 
utilizing Image Latent Mapping and Adversarial Latent Optimization techniques, we optimize 
latents in a diffusion model, generating high transferable unrestricted adversarial examples.

 The effectiveness of our attack has been validated through experimentation and visualization. 
Notably, we have achieved a significant improvement of 13.3∼50.4% over state-of-the-art attacks 
in terms of adversarial transferability.
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Method

Content-based Unrestricted Adversarial Attack
 We assume that natural images can be mapped onto a 

low-dimensional manifold by a generative model. 
 As this lowdimensional manifold is well-trained on 

natural images, it naturally ensures the photorealism 
of the images and possesses the rich content present 
in natural images.

 Once we map an image onto a low-dimensional 
manifold, moving it along the adversarial direction 
on the manifold yields an unrestricted adversarial 
example.



5Content-based Unrestricted Adversarial AttackFDU ROILab & Youtu Lab

Method

    Based on the aforementioned framework and the full utilization of the diffusion model's capability, we 
achieve the unrestricted content-based attack known as Adversarial Content Attack (ACA)：
    We first employ Image Latent Mapping (ILM) to map images onto the latent space represented by 
this lowdimensional manifold. Subsequently, we introduce an Adversarial Latent Optimization (ALO) 
technique that moves the latent representations of images along the adversarial direction on the manifold. 
Finally, based on iterative optimization, ACA can generate highly transferable unrestricted adversarial 
examples that appear quite natural.
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Method

• Image Latent Mapping (ILM) ：

• Adversarial Latent Optimization (ALO):

 Skip Gradient

 Differentiable Boundary Processing
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Experiments

 Dataset
ImageNet-compatible Dataset

 Metric
Attack Success Rate (ASR)

 State-of-the-art methods
• SAE
• ADef
• ReColorAdv
• cAdv
• tAdv
• ColorFool
• NCF
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Experiments
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Experiments
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Experiments




