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• Adversary’s knowledge: 
• The leaked face templates enrolled in the database.

• The whitebox/blackbox knowledge of the feature extractor model (           )


• In case of blackbox scenario, the adversary has a whitebox knowledge of another 
face recognition model to use in training (       ).


• Adversary’s capability: The adversary can inject the reconstructed face image as a 
query to the target face recognition system (        ).


• Adversary’s strategy: The adversary trains a face reconstruction model to invert the 
leaked facial templates. Then, the adversary can use the reconstructed face images 
and inject as a query to the target face recognition system (        ).
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• WGAN loss 

• Reconstruction loss
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• Sample Reconstructed Face Images
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• Important Areas in the Reconstructed Face Images
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• Using a Different Face Generator Network (StyleSwin)
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