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Differential Privacy [Dwork, McSherry, Nissim, Smith ‘06]

A randomized algorithm 𝐴:𝒟 → 𝒴 is 𝜀, 𝛿 −DP if for any neighboring data 
sets 𝑥, 𝑥′ ∈ 𝒟 and any outcome 𝑆 ⊆ 𝒴 we have:

𝑃 𝐴 𝑥 ∈ 𝑆 ≤ 𝑒3𝑃 𝐴 𝑥4 ∈ 𝑆 + 𝛿

Privacy loss
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Privatizing Top-𝑘 Queries
Query: Top-10 articles with distinct user engagement? 
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Privatizing Top-𝑘 Queries
Query: Top-10 articles with distinct user engagement? 
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Aggregate Data

User can impact 
many counts!

Sample element 𝑖 with 
probability proportional to 

exp(𝜖 ⋅ 𝑐𝑜𝑢𝑛𝑡B). 
Repeat 𝑘-times
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Privatizing Top-𝑘 Queries

[McSherry, Talwar ‘07] 
Releasing only elements in top-
𝑘 (not their counts) ensures 

𝑘𝜖-DP

Sample element 𝑖 with 
probability proportional to 

exp(𝜖 ⋅ 𝑐𝑜𝑢𝑛𝑡B). 
Repeat 𝑘-times

Query: Top-10 articles with distinct user engagement? 
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Unknown Domain Setting

� Previous algorithms require knowing the full data domain
� They require adding noise to counts even when the true count is zero
� Typically, the domain is unknown or very large (e.g. all possible articles)
� Lots of prior work for Frequent Itemsets, but requires knowing structure of 

the data domain universe.
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Existing Systems for Data Analytics

Top-𝑘′
solver
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Apply DP algorithms 
to this result
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First Attempt

Solve top-5 with 
access to only top-10
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First Attempt

Add noise and return 
top-5 noisy counts?
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First Attempt

New elements can 
appear in 

neighboring dataset
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Second Attempt – Include Threshold

𝑇
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Second Attempt – Include Threshold

𝑇

Set threshold so that 
new elements can 

appear with small prob.

May return fewer 
than 𝑘 results
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BR Composition versus Optimal DP Composition
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Come to Poster #161 for more details


